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1 Terms & Definitions

Crisis

Crisis Management (CM)

Risk Management

Disaster Recovery Management
Incident Management

Emergency Management

Business Continuation Planning (BCP)
Business Continuity Management (BCM)
Weak Signal Management

Early Warning Systems

Contingency Planning
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1.1 Emergency Management and Business
Continuity Program B Timing aspects

1. ENTERPRISE MANAGEMENT/General BCCM

2. C'rigis Management

3. Crisis Comrmunication

4, KNOWLEDGE MANAGEMEINT

Envirormental Monitoring, Sensing and Detection
Organizational Learning

5. RISK MAWAGEMENT
Risk-Based Decision Making
Risk Assossmont
Ruciness Area Analycic
Dusiness Impact Analysis
Risk Cosuununication

6. Planning

7. m% I.milvmunnuon

8. Systems Monitoring

I
9. Awareness/Training/Exercising | ‘

10. Incident Management
e |
11. Iieident Response
|
12, BUSINESS CONTINUITY
Business Recovery
Business Resumption

13. Hestoration and Transition

Before Crixis Event After 5

Time

1.2 What is a crisis? Types of Crises

Coombs (2007) identified nine types of crises

. Natural disasters

. Malevolence

. Technical breakdowns

. Human breakdowns

. Challenges

. Megadamage

. Organizational misdeeds
. Workplace violence

. Rumors
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Lerbinger (1997) categorized seven types of crises

. Natural disaster

. Technological crises

. Confrontation

. Malevolence

. Crises of skewed management value
. Crises of deception

. Crises of management misconduct
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Lerbinger, O. (1997). The crisis manager: Facing risk and responsibility. Erlbaum.
Coombs, W. T. (2007). Ongoing Crisis Communication: Planning, Managing, and Responding (2nd ed.). Thousand
Oaks, CA: Sage




1.5 What is Business Continuity
Management ?

Business Continuity Management is a strategic activity.

¥It is more than a program (e.g., ISM, ISO 9000, TQM).

¥It is more than a response system.

¥It is more than a media relations program.

¥Business Continuity Management is required for
survival and growth.

Effective Business Continuity Management
requires the preparation of structural, cultural, and
individual changes and the integration of systems,
policies, and procedures within an organization

1.6 Steps towards strategic Integration
of Business Continuity Management

¥ Recognize Business Continuity Management as a professional
responsibility, provide relevant training

¥ Integrate or link functions by ensuring consistent policy and procedure
and the rapid and accurate exchange of information

¥ Use training, drills, and exercises to link pre-event and response
functions

¥ Involve key stakeholders in Business Continuity Management activities

¥ Develop formal methods of organizational learning (Knowledge
Management)

¥ Involve top managers in the Business Continuity Management team

¥ Ensure that information technology systems supports Business
Continuity Management and link Business Continuity Management
activities

¥ Create an organizational culture that supports organizational monitoring,
open communications, and individual responsibility

Adapted from p. 151 of Transforming the Crisis-Prone Organization, by Thierry Pauchant and lan Mitroff (New York: 1992).
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2. History of BCM (Overview)

¥ Inthe late 50ies, after WWII: preparation and procedures for Atomic Bomb
Explosions ("Zivilschutz"). Civil and military organizations are founded to establish
prevention organizations, infrastructure (shelters) and tools (suits etc).

¥ Late 60ies/ Oil Crisis: Business is not stable any more. Ansoff 1966 b first thoughts
on Environment Turbulence and Ansoff's Model on "Issue Management". BCM
becomes a management issue, link to scenario planning out of the strategy toolbox.

¥ Late 80ies/90ies. Risk management becomes popular and is linked to BCM/CM.
Pauchant, Thierry C. and Mitroff, lan I. 1992. Transforming the Crisis-Prone
Organization introduces a simple framework, "onion model".

¥ Late 90ies: Harrald 1998 introduces a more complex and complete OA Strategic
Framework for Corporate Crisis Management". Term BCM shows up.

¥ NFPA 2004: After 9/11 a lot of university insitutes were funded, special MBAs and
training programs initiated. BCM/CM become university subject in USA. NFPA gives
out standard procedure handbooks, BCM becomes standard procedure and is audit
relevant. BCM becomes professional practice.

¥ Financial Crisis, 2009, Switzerland: At universities and in business a lot of Risk
Management courses yet no BCM/crisis management. Topic gaines ground in
Europe in Business and at universities. New regulations emerging.
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3 Introduction into Business Continuity
Management Models B 3 Samples

¥ 3.1 Pauchant 1992
¥ 3.2 Harrald 1998

12




3.1 -1992: The Pauchant Model of Crisis
Management

¥ Source: Pauchant, Thierry C. and Mitroff, lan |. 1992.
Transforming the Crisis-Prone Organization. San
Francisco: Jossey-Bass Publishers. Pages 49.
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Level 4:

Or anizational . SOI'lrce: Pauchant,
ganiz Plans, Mechanisms and Thierry C. and
Strategies o Mitroff, Ian 1. 1992.

Procedures for Crisis Management Dransforming the
Organization. San
i Francisco: Jossey-
Level 3: Dedicated Infrastructure Bass Publishers.
Organizational for Crisis Management e
Structure
Organizational Beliefs
and Rationalizations
Individual
Defense
Mechanisms
Level 2:
Organizational
Culture
Level 1: .
Character of the ) .On|on Model o
Individuals working Crisis Ma ment 14

for the organization




3.2 - 1998: The Harrald Model of Crisis
Management and Business Continuity

¥ Source: Harrald, John R. 1998. OA Strategic Framework
for Corporate Crisis Management.OThe International

Emergency Management Conference 1998 (TIEMS 098)
Proceedings. Washington, DC.

15

Risk Assessment ..
Crisis Management
and

Business Continuity
Harrald, John R. 1998. “A Strategic
Framework for Corporate Crisis
Management.”The International
Emergency Management Conference
1998 (TIEMS °98) Proceedings.
Washington, DC. Page 391.
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4. Whyis Business Continuity Management
important - CrisisAwareness : UK 2007

¥ 19% of financialinstitutionswith business
continuityplanshavetestedthem in the last fiveyears.

¥ 43% of companiesexperiencingdisastersneverrecover.

¥ 73% of managersreportthat Business Continuity
Management isregarded as importantorveryimportantby
senior management in theirorganisation. However,
thenumberwhoseorganisationshave a specific BCP
coveringtheircritical business activitiesismuchlower, at
48%, and has beenbroadlyconstantsince 2002.

¥ Source: http://www.workplacelaw.net/news/display/id/17474 (2007)
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4.1 US 1997: Awareness - Preparedness

Does your company have a crisis management
plan and/or BCM program in place?

b 71% Yes

D 29% No

If your company does not have a Crisis
Management plan and/or BCM program in
place, is it for one of the following reasons?

b 39% In process of development

b 22% Lack of threat

b 39% Other answers

1997 Crisis Management Survey of Fortune 1000 Companies conducted by The George Washington University Institute
for Crisis, Disaster, and Risk Management and the Corporate Response Group. 20




4.2 Awareness P Functional

Areas

Which of the following functional areas are included in your
company’s crisis management plans and/or programs?
(Respondents asked to list all functional areas included) in %

Stress/Trauma management
Risk communication

Loss control/Risk management

Health and Environmental Safety |

Business continuity/Disaster recovery

Security |

Crisis communication

10 20 30 40 50 60 70 80 90
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5.1 BCM Challenges
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It is impossible to foresee the future b therefore it remains always a rest of
uncertainty and unpreparedness for crisis events. Mix between
spontaneousness and preparedness.

Cost of preparedness D rising business costs

Insurance companies and their involvement in BCM: No money for
preparation, yet for damages

Alertness: False alarms, being alert every minute, tiredness
Black Swan phenomenon: What you can't imagine, you can't prepare for
Complexity: Managing different aspects of BCM at once and integrated

KM: Bringing the right knowledge at the right time to the right person
b KM solutions to the points above (See discussion slide 2)
b Anticipation of crisis situations and identification of business critical knowledge
b Documentation and visualization of this knowledge
b Identification of key experts inside and outside of the organization

Expert biases
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5.2 KM relevant activities in BCM

1.! Anticipation of crisis situations and identification of
business critical knowledge

2.! Documentation and visualization of this knowledge
3.! ldentification of key experts inside and outside of the organization
4.! Self teaching modules for fast knowledge recovery ( e-learning

5.! Discussion (See slide 2)
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Resources

http://www.fsa.gov.uk/Pages/About/Teams/Stability/Current/guide/
index.shtml B Business Continuity Management Resources

http://www.gwu.edu/~icdrm/ - GW UniversityOs Center for Crisis
Management
http://www.businesslink.gov.uk/bdotg/action/layer?topicld=1074458463
Public Relations Review 35 (1): http://www.sciencedirect.com/science/

journal/03638111 - Contains a collection of articles on Business Continuity
Management..

http://www.nc-cm.org/ - National Center for Crisis Management

http://training.fema.gov/emiweb/edu/busind.asp - Emergency Management
Institute resources

http://www.managementhelp.org/crisis/crisis.htm B BCM/ Crisis
Management practices
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